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VIPRE Complete
Defense Solution

Multi-layered security defense that
protects your entire organization

IN THE LAST DECADE, it's estimated
that 27% of all Fortune 500 companies
have experienced a data breach 1. These
breaches have varied in size and method,
with cybercriminals growing increasing-
ly organized and sophisticated. Hacking
groups now possess the tools capable of
penetrating industries once thought to
be invulnerable. To defend from the next
generation of cyber attacks, organiza-
tions must solve these security challenges

COMPLETE DEFENSE SERVICES:

Security Awareness Training
Education to enhance your employ-
ees' security posture when faced with
evolving cyberthreats, 85% of which re-
sult from phishing and business e-mail

compromise 2]

Email Cloud

Safeguards businesses against attacks
perpetrated through email, the most
common threat vector. Defends users
against the newest, most sophisticated
strains of malware, weaponized attach-
ments, and phishing techniques that

evade traditional detection

Data Loss Prevention

Avoid misaddressed emails and reduce
employee error by scanning and confirm-
ing external recipients and email attach-
ments in Microsoft Outlook

Email Encryption

Send email safely, and without risk of
snooping, to any recipient with full end-
to-end email encryption

Endpoint Security

Best-in-class endpoint protection—pow-
ered by machine learning and real-time
behavioral analysis—to stop viruses and
ransomware in their tracks

with a multi-layered approach: using pro-
tection not only at the perimeter, but also ¥/,
from within the network. -

That's why VIPRE Security has put togeth-
er VIPRE Complete Defense, an all-in-one
solution unifying industry best practices _
in a single, easy-to-purchase, deploy, and |
support security suite. '

VIPRE IN
NUMBERS

Business VPN

Cloud-hosted business-class VPN and
ZTNA solution to ensure your organi-
zation's remote workforce stays secure

20+

whether working from home or on-the-go

Web Access Control
Content filtering restricts access to re-

years of malware protection
and cybersecurity

source-wasting websites and inappropri-

ate media with granular settings for users

and groups

1AM+

Simplified Support

A singular vendor provides one point of
unique malware samples

tact for billing, technical t, and
contact for billing, technical support, an processed daily

administrative assistance for a seamless
experience

Phishing Protection

Guard end-users from bad links by re- 20M+
writing URLs, implementing ransomware

filters, and adding customizable warnings

endpoints protected
to alert users P P

Attachment Sandboxing

Evaluate unknown attachments for po-
tentially malicious behavior in a virtual
environment that applies machine-learn-
ing models to real-time employee activity



KEY BUSINESS BENEFITS

v Build a smarter, safer workforce

prepared to recognize online
threats and cyber attacks

Slash device and employee down-
time due to ransomware, virus-

v Enforce acceptable-use policies to

reduce inefficiencies, complaints,
and legal liabilities

v Isolate malicious activity and unap-

proved downloads before they can

es and attacks on servers and affect your organization
workstations
v Block the leading cause of ran-
v Reduce business-threatening recess somware delivery by automatically
due to malware, phishing, and spam scanning email links
attacks via email
v Streamline security operations with
v Shield sensitive data from one touchpoint for technical and
prying eyes while employees billing administration

work remotely

v Protect your organization's sensitive
data by encrypting, scanning and
validating email recipients

As your company grows, managing a multitude of security solutions can become
daunting—simplify your solution and provide truly effective protection
with VIPRE Complete Defense.

“ANYONE FAMILIAR WITH THAT TYPE OF VIRUS
UNDERSTANDS THE POTENTIAL DAMAGE IT CAN
CAUSE TO AN ORGANIZATION. WHEN OUR EMPLOYEE
DOUBLE-CLICKED ON THE CRYPTOLOCKER FILE,
VIPRE VAPORIZED IT INSTANTLY.”
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ABOUT VIPRE

VIPRE is a leading provider of internet security solutions purpose-built to protect
businesses, solution providers, and home users from costly and malicious cyber
threats. With over twenty years of industry expertise, VIPRE has one of the world's
largest threat intelligence clouds, delivering protection against today's most aggres-
sive online threats. Our award-winning portfolio includes comprehensive endpoint
and email security, along with threat intelligence for real-time malware analysis.
VIPRE delivers easy-to-use, comprehensive layered defense through cloud-based
and server security, with mobile interfaces that enable instant threat response.

VIPRE® FOR MORE INFORMATION visit www.VIPRE.com

call +1-855-885-5566 or send email to sales@VIPRE.com

[1] "Report: 1/4 of Fortune 500 Companies Hacked in Last Decade". vpnMentor. Published September 7, 2020.
[2] "2020 Data Breach Investigations Report (DBIR)". Verizon. Published May 19, 2020.

© 2021 VIPRE® is a subsidiary of J2 Global, Inc. Features are subject to change without notice.

SECURITY AWARENESS TRAINING

e Train employees to be alert and aware of online
threats

e Email simulations of the latest phishing and
Business Email Compromise (BEC) scams

e Periodic testing to measure employee
knowledge

ENDPOINT SECURITY

e Top-ranked device protection for desktops, lap-
tops, and servers

o File, network, and application level protection
with DNS filtering

e Machine learning, real-time behavioral analy-
sis, and a threat intelligence network

EMAIL CLOUD

e Protection from known and emerging email-
based threats including phishing , ransomware,
and BEC

e Defends against viruses, malware, spam, bulk
mail, phishing, and spoofing with six layers of
scanning

EMAIL ENCRYPTION
e Secure encryption of email sent to any recipient

e Secure web portal for any recipient that does
not have end-to-end email encryption

ATTACHMENT SANDBOXING

e Catch any malicious activity or download com-
ponents in a dynamic virtual environment

e Machine learning model based on behavior of
millions of observed malware samples

PHISHING PROTECTION

e Detect and stop bad links that pass through
standard email filters

o Automatically rewrite URLs to verify their
authenticity and safety upon user click

BUSINESS VPN

e Private endpoints for zero-trust access to re-
sources and dedicated IP addresses

e Cloud-hosted business VPN and ZTNA solution
protects users working remotely or on-the-go

DATA LOSS PREVENTION

e Detect keywords, data patterns or attachments
such as credit card numbers, bank account de-
tails and national insurance numbers inside the
email body

e Confirm external recipients and attachments
in outgoing emails to prevent loss of sensitive
information

WEB ACCESS CONTROL

e Internet access controls block inappropriate
websites and guard bandwidth usage

e Granular policy-based control

SIMPLIFIED SUPPORT

e Seamless experience for account administra-
tors across products

e One point of contact required for billing and
technical assistance

e Customer support available via Help Desk tick-
eting, phone, and Knowledge Base
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