
VIPRE Email 360
Secure your #1 threat vector and deliver 
year-round learning to your employees

BUSINESSES CANNOT RELY SOLELY ON 
TECHNOLOGY to keep threats out, they 
need a robust, multi-layered approach to 
their security strategy to stay ahead of 
the modern threat landscape. 

Protection should of course include 
securing key areas such as email and 
network vulnerabilities, but too many 
organisations forget to invest in securing 
their human vulnerabilities and this 
negatively impacts their security posture. 

Marrying our top-rated Email Security 
Advanced Threat Protection (ATP) service 
with our multi-award winning Security 
Awareness Training programme  in Email 
360 enables VIPRE to offer protection 
for an organisation’s number one threat 
vector – email – while ensuring that 
employees are trained and empowered to 
make good security decisions day-in-day 
out, strengthening a business’ defences 
from within.

EMAIL 360 SERVICES:

Security Awareness Training
Education to enhance your employees’ 
security posture when faced with 
evolving cyberthreats, 85% of which 
result from phishing and business e-mail                   
compromise [1]

Email Cloud
Safeguards businesses against attacks 
perpetrated through email, the most com-
mon threat vector. Defends users against 
the newest, most sophisticated strains of 
malware, weaponised attachments, and 
phishing techniques that evade traditional 
detection

Phishing Protection
Guard end-users from bad links by rewrit-
ing URLs, implementing ransomware fil-
ters, and adding customisable user alerts 

Attachment Sandboxing
Evaluate unknown attachments for poten-
tially malicious behaviour in a virtual en-
vironment that applies machine-learning 
models to real-time employee activity

Simplified Support
A singular vendor provides one point of 
contact for billing, technical support, and 
administrative assistance for a seamless 
experience
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VIPRE IN 
NUMBERS

1M+

20M+

years of malware protection 
and cybersecurity

unique malware samples 
processed daily

endpoints protected

10M+

inboxes secured

HAVE YOU CONSIDERED?

Endpoint+Email 360
A solution designed to protect an 
organisation’s technology and human 
vulnerabilities, combining cutting edge 
security with world-class security 
awareness training..

Edge Defence
If investing in email and human-led security 
is top of your agenda, VIPRE Edge Defence 
includes two additional services not present 
in Email 360 - SafeSend DLP and Email 
Encryption, both focused on data loss 
prevention via email and user error. 



SECURITY AWARENESS TRAINING
•	 Train employees to be alert and aware of online

threats
•	 Email simulations of the latest phishing and

Business Email Compromise (BEC) scams
•	 Periodic testing to measure employee            

knowledge

EMAIL CLOUD
•	 Protection from known and emerging email-

based threats including phishing , ransomware,
and BEC

•	 Defends against viruses, malware, spam, bulk
mail, phishing, and spoofing with six layers of 
scanning

ATTACHMENT SANDBOXING
•	 Catch any malicious activity or download com-

ponents in a dynamic virtual environment
•	 Machine learning model based on behaviour of

millions of observed malware samples

PHISHING PROTECTION
•	 Post-delivery weaponised link protection
•	 Automatically rewrite URLs to verify their        

authenticity and safety upon user click

SIMPLIFIED SUPPORT 
•	 Seamless experience for account administra-

tors across products
•	 One point of contact required for billing and

technical assistance
•	 Customer support available via Help Desk tick-

eting, phone, and Knowledge Base

KEY BUSINESS BENEFITS

✔ Build a smarter, safer workforce
prepared to recognise online threats
and cyber attacks

	✔ Reduce business-threatening recess 
due to malware, phishing, and spam 
attacks via email 

✔ Isolate malicious activity and unap-
proved downloads before they can
affect your organisation

✔ Block the leading cause of ran-
somware delivery by automatically
scanning email links

✔ Streamline security operations -
multiple services through one vendor
with one support team and one
billing contact

Benefit from stronger, more comprehensive email security and a workforce trained 
to spot and stop threats with VIPRE Email 360.

“ANYONE FAMILIAR WITH THAT TYPE OF VIRUS 

UNDERSTANDS THE POTENTIAL DAMAGE IT CAN 

CAUSE TO AN ORGANIZATION. WHEN OUR EMPLOYEE 

DOUBLE-CLICKED ON THE CRYPTOLOCKER FILE, 

VIPRE VAPORIZED IT INSTANTLY.”

Matt Bauer
McKernan Packaging Clearing House

ABOUT VIPRE
VIPRE is a leading provider of internet security solutions purpose-built to protect 
businesses, solution providers, and home users from costly and malicious cyber 
threats. With over twenty years of industry expertise, VIPRE has one of the world’s 
largest threat intelligence clouds, delivering protection against today’s most aggres-
sive online threats. Our award-winning portfolio includes comprehensive endpoint 
and email security, along with threat intelligence for real-time malware analysis and 
DLP solutions which protect businesses from small mistakes with big consequences.  
VIPRE delivers easy-to-use, comprehensive layered defence through cloud-based 
and server security, with mobile interfaces that enable instant threat response. 
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FOR MORE INFORMATION:
call +49 (0) 30 22957782  or send an email to dach.sales@VIPRE.com

[1] “2020 Data Breach Investigations Report (DBIR)”. Verizon. Published May 19, 2020.
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